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CyberSecurity and Fraud Awareness

With the current coronavirus pandemindpeople isolated at homeave are using oucomputers
netbookgtablets,and smartphones lot moreto keep in touchSadlythere areindividuals (and
organised groups) that are exploiting the situation even ntoreob you of your money or possessions.
This guide has been produced to provide some tips on protecting yoursede@sst some of the many
techniquesin use today.

| have also added a couplemdtes regardindelephone, postal and doorstep scams as we have also
seen an increase in thesechniques during thesead times.

What is Cyber Security?
The National Cyber Security Cenltstates that

Cybersecurityis the meansby whichindividualsand organisationgeducethe risk of being
affectedby cybercrime.

Cybersecurity'scorefunctionisto protectthe deviceswe all use(smartphoneslaptops,tablets
and computers)andthe servicesve acces®nline - both at homeandwork - from theft or
damage.It's alsoabout preventingunauthorisedaccesgo the vastamounts

of personalinformation we storeon thesedevicesand online.

Cybersecurityisimportant becausesmartphonescomputersandthe internet are now sucha
fundamentalpart of modernlife, that it's difficult to imaginehowwe'd functionwithout them.
Fromonlinebankingand shoppingto emailand socialmedia,it's moreimportantthan everto
take stepsthat canpreventcybercriminalsgetting hold of our accountsdata, anddevices.

What does that mean to me?

In plain terms, whenever you visit a websitggen an emajlclick on a link through social medad.
Facebook, WhatsApp, Twittegtc), there is a possibility that there may bedden codethat installs
software onto your device, captures information stored on your deviceedirectsyouto unsafe
websiteswhere they will also try to access your personal data

The Cyber Threat

Thereare so many ways a criminalll try to access your data @on you out of your finances, the main
ones being:

1 Email ScamsThese includ&pam emails, Phishing, spoofigpoofing, andBusiness/CEO fraud
1 Spam Emails these may not actually be malicious, but they are annoying at best. Spam

emails are whelyou receive repetitive, unsolicitedy inappropriateemails that you have
not signed up for. They are illegal in most countries.

! NationalCyber Security Centre [onliné]hat Is Cyber Securitjvailable from:
https://www.ncsc.gov.uk/section/informatiofior/individualsfamilies[accessed 4 May 2020]



https://www.ncsc.gov.uk/section/information-for/individuals-families

1 Phishing-these emails ask you tick on a link, or open an attachment to the email
they are designed to access your personal information held on your computer, or by
asking you to fill in personal details which will then be used in identity fraud

1 Spoofing-this is a method where aemail header is altered to look like it has been sent
by a genuine person or company. It may look as if it is from one of your own friends, or
your own bank, shopping account (e.g. Amazon, eBay, etc). Thinking the email is from
someone you know often meary®u will click on links or send information before finding
out they were not genuine.

1 Business/CEO frauethis type of scam makes you think the email is from your own place
of work, maybe your boss asking for information. More of a business threatieit@
think about

1 Malwareis software that camock or destroy the information on your computer/devioe cause
damage in several ways such as:

1 Locking youcomputer, tablet, smartphone etc, or making it unusable.
1 Capturing your personal datdeleting,or encrypting your data
1 Using your own device to accesthier computers.

1 Accessing or using services that you will be charged for (e.g. international or premium
rate phone calls).

1 Ransomwardas a formof malware it prevents you accessing your computer, tablet, smartphone
and asks for payment to hatke device unlockedeveni f you di d piapossibla e
that you will not get your system unlocked

1 Hackingswhenan ndi vi dual or organi sat i ponaccaumisad s e s
uses thento either access a network, accounspyingon others, orasa challengdor those
with hacking skills.

1 Website hacking- This is where an individuatcesses your website using a logon and
password in most cases they will use softwarelégon multiple times using different
passwords until the actual one has been found. Once into your website the individual (or
organisatior) can alter your website pages, add links to their own sites, or simply lock you
out of your site to hold you to ransom.

1 Account hacking This could be any account you access online, e.g. your, beakt
card, shopping, etdAgain this will be an indiidual using your login detajlgither using
guesswork or software that wilbg in multiple times until they have cracked your
password.




Identifying the Threat

Now we knowsome of the treats to our computsr laptopstablets,and smartphones we need find a
way to identify thento put safety measures in placéhankfully a lotof phishing attemptyia email are
so poorly worded that they are easy to spot. Sadly, this ighmtase with the more serious criminals
and are becoming increasingly harder to spot.

Email scams

Most emails sent worldwide today issolicited, junk mail sent out in bulk fa database of email
addresses obtained legally or illegaMou may have seen websites asking you to create an account to
use their servicegynce subscribed these lists can be hacked/ andold onto others Software can be
used toseek out email addisses from the internet and compiles master lists for others ta Qdher
software simply generatesmail addresses, if you acknowledge these emails theroriginator knows

it is a valid address and will keep it in their database.

The type of email yowill see in your inbox (or Junk Mail fold@mxlude, but are not limitedo the
following:

1 Advertisingonline products or services (e.g. pharmacies, dating,ldizg, etc)

1 Charity appealse(g.at present there areseveralCOVIBLY emails sayinghey are collecting for
charity, not all will be genuine)

9 Virus warnings to say you have been infecteffen with a link or number to have the virus
removed)

1 Getrich quick emails (e.qg. join this compamg we will make you rich, or you have bdeft
$1million in a will)

1 Chain emails asking you to forward the email on to others

Junk E-mail - Royal Naval Association
= Search 0| & =
+ New mail Junk E-mail Al v

Animated Sales Videos
Explain a Product, Service, or Idea with 19:53
Explain Your Product, Service or Idea Wit

Accounts

Royal Naval Association

Animated Sales Videos

Folders Explain a Product, Service, or Idea with 19:36
Explain Your Product, Service or Idea Wit
Inbox

30 April 2020

Archive

Animated Sales Videos

More Explain a Product, Service, or Idea 30/04/2020
Explain Your Product, Service or Ide

Animated Sales Videos
Explain a Product, Service, or Idea 30/04/2020
Explain Your Product, Service or Ide

Spam emails



Some email scams have clear signs to look out for:

)l

It has been sent from someone you do not know (this could be a person or organisation, e.g. an
email froma particular bankegarding your account,ifyadion’ t have an accou
then clearly this is acam email (phishidgpoofing).

It appears to have been sent by a knosempany but the email addresdoes not matchFor
example, an email frortBky about your accant being on hold as a payment did not cledihe
email address iskyaccoun® TIYTvjvbc67.cothis has not been sent from Skany links or
attachments should not be clicked or downloaded. Always contact your sqmogeler on a
known numberto verify if they had sent yoanyinformation relating to your account.

The granmar and spellingnay be poor (or intentionally misspelt tack junk filters e.g." pOr n”’
spelt with a zeraso it does not get picked up by the keywerdpam/phishing/spoofing/CEO
fraud).

The offer is too good to be true and often is(spam/phishing

The urgency of the email (e.g. | need help immediatelydamhot phone younow —
phishingspoofing).

Contains a virus warning attachments that you need to open or links to follow
(spam/phishing/spoofing/CEO Fraud)

The senderappears to besomeone you know, but the subject line/wording does not match the

way that person writes (e.gOMG, please look at this videe Spoofing)do your
family/friendgcolleaguegeally speak like this in an email?

ovio

New message ] Empty folder & Mark all as read
; > . :
Favourites () Junk Email * Filter
Items in Junk Email will be deleted after 10 days
Folders
Today
inbox ° billing-problem@amazon.com
Re: [ Amazon Delivery Support] ...
Junk Email 3 YOlj7xaxabz0o0lj7xaxabzullj7xaxabz 0lj7xaxabzm0lj7xax...
Drafts ° Service@intl-limited.com
Re: Reminder: [Latest Update News] [... 03:49
Sent Items Account Security is Required, Web Settings are Limited...
Scheduled ° Service@intl-limited.com
Re: Reminder: [Latest Update News] [... 03:49
Deleted Items Account Security is Required, Web Settings are Limited...

Phishing emailsaccounts
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Website scams and attackdValware, Ransomware, Hacking

There a so many waysdividuals or organisations will try to access your system, data, or finances via
different website scams and hacl&omeinvolve a form of malwarer social mediacams:

1 Graywaré—this is malware that does not actualbpuse physicalamage butanbe so
annoying Adwareis the most common, we see adverts on social media pagelssites,and
applications This is oftert | a s s e db aaestit’carcléad yok to a website where you will be
asked to fill in a form or surveythis data can then be stored (and in some cases, illegally sold on
to others)

1 Social media downloadsone of my pet hatesseveralonline videos or pictures can have
embedded code that can install on your computer, laptop, netbook, smartphthese are
often posted onto social media platforms and users then forward them on to their
family/friendgbusiness colleague®©ne example paed on the Norton security websitelated
to the television show statBdrthata keakedgopBd ttheé next a | |
(unaired) episode could be downloaded for fr@de link took users to a page where the file was
downloaded but alsoemnt a link to another file needed to play the episodais was an affiliate
program which made the spammers money, but could have had far more serious consequences.

1 Browser extension adware and malwarenost browsers in use today can be tailored to
individual needs with browser extensiaridowever, these can be used to steal your information
as they track your site visits amdage, passwords, personal data, &e.very wary about
downloading and installing browser extensions from sources you do nat.kno

1 Ransomware-has been around for a long time on computers and laptops, they are now found
on netbooks and smartphoness technology allows more filgshotos,and documents to be
encrypted. Ransomware is usudibyind when visiting infected sites (after clicking liks
internet searches), the software is automatically downloaded to your compigeicesor
smartphone Your files or systemmay then be infecte@nd usually encryptedi ransom is then
demanded to unlock the system

1 Website hacking this isa seriousconcern as the hackers will use legitimate websites @NA
Community SiteBBC NewsAmazon, etc) to host links or files that contain malicisa&ware
that can access your personal data or encrypt your system. Ténsresnely dangerouas you
tend to trust links and files on those known sites.

1 Personal website accountsas well as the host of a website beitaggeted, individual user
accountscan also be targetedn some cases this may not be as dangerous as user accounts
often have different levels of access and ability to create pages, diles etc, but their
accounts could still be used to post linkscampromised websites or files.

1 Social media accountsas with personalvebsite accounts, social media is the biggest threat
to other users, if an account has been hacked, all soriskd, photos, video, files, etc, can
bepostedd o t he soci al media platform. Your * fr
as it has come from you, they click or download and then they too become infected with the
virus, malware or ransoware.

2 Norton (2020)Malware [online] Available fromhttps://us.norton.com/internetsecuritymalware5-waysyou-didnt-know-
you-could-get-a-virusmalwareor-your-sociataccounthacked.htmlaccessed 8 May 2020]
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Spotting accountsvebsites that have been compromised

Most website administrators will have some facility to monitor access to their site. For the RNA Confaiterlity
havean activity monitor where | can see attempts to log in to thebsite, this detds the username, IP address,

time and systemusedtogetim.thi s i s a handy tool as | P addresses ¢
periods of time imay be a genuine user who has forgotten their password or mistyped iwvord of caution

here though is hackers will hide behifase IP addresses so they will usually use anothethe? banned.

( A RNACommunitysite B9 + New @@ AddEvent SetCalendar URL

@ 5
ok Overview
SITE Overview | Settings | Activities | Uninstall
Updates

This plugin is obsolete! If your webhost has PHP v5.4, use Plainview Activity Monitor instead.
Activity Monitor
WP-UserOnline With the selected actions do:| Nothing v ‘

O
Time Activity
f Posts
D.] Media \f\ 3 days ago bernie tried to log in to RNA Community Site
<F

Link Library viicrosoft Office/16.0 (Windows NT 5.1; Microsoft Word 16.0.11001; Pro)

M Pages —

2020-05-14 03:58:03 bb tried to log in to RNA Community Site

@ faQ %
crosoft Office/16.0 (Windows NT 6.2; Microsoft Word 16.0.11028; Pro)
£0 Historic Events
] 2020-05-13 23:54:03 bob tried to log in to RNA Community Site
B Comments - £V

P 185.201.10,105

User agent Microsoft Office/16.0 (Windows NT 5.1; Microsoft Word 16.0.10827: Pro)

/X Everest Forms

Gallery () 2020-05-13 20:40:35 to log in to RNA Community Site
@ Lightbox soft Office/16.0 (Windows NT 6.3; Microsoft Word 16.0.10730; Pro)
» Appearance () 2020-05-13 18:57:34 grahamp tried to log in to RNA Community Site
@ ° 92249.45.41
, g
A Plugins User agent Microsoft Office/16.0 (Windows NT 10.0; Microsoft Word 16.0.9226; Pro)

Hacking attempts

The easiest way to spot websites and accounts that have been hacked tend to be the grammsaelang,but
this is not a rule of thumb as hackers are getting better at what they do

How do | know if havebeen hackedr have a computevirus?

Sometime youwill not notice a thing, but other peoplemdye . g. i f t hey have recei Ve
them to unknown sites)out some common sings &re

1 You cannot log onto your computer, laptop, tablet, or smartphasreon to your social media online
accounts.

1 You see new icons or applications on your computer or mobile, or on the websites/accounts you use
online.

9 Files are missing, have been moved, or changed.

T You st art ‘dhexesonryaurscrgen; theyunpy be offering help to fouycomputer ormay
simply sayclosé.

1 Money goes missing from your account(s).

3 AustralianCompetition and Computer Commission (2020) Scamwatch [online] Available from:
https://www.scamwatch.gov.au/typesf-scams/attemptsto-gainyour-personatinformation/hackinglaccessed 19 May
2020]
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Preventing the Threat

There are so many warning signs that you may have baeked, downloaded a virus, or are getting
more and more spam througtiicking website links. | have lusted some of the basic things to look out
for, but what do we do about preventing, or reducing the rigksle online? Here are a few pointers:

1 Install Anti-Virus software—there are so manypaid and free Antvirus softwareapplications in
use today. Ipossible get a decent subscription as these will include regular updates of virus
databasesThe good applications will also include amtlware, emdiscanning, password
manages, Firewallsetc. Most computers will come with priastalled antivirus software, but it
is down to you to decide what suits you best. The free applications will give a basic level of
protection, but this is better than not usg anything at all. | have provided links to three main
providers of paid software and one free applicatidaut the choice is yours as to what you use.

1 Use your antivirus software—this may sound odd, but so many people will install aariis
software but never run regular checks on your system. Use the software to scan for any virus
that is already on your computer, after downloading a file that you then think may be suspicious
if your system slows down or shows odd behaviours. Your software carogeammed to run
regular checkand should be monitoring your system all the time, but it always helps to scan
regularly

1 Keep your softwareand applicationsup to date—Whenviruses an hacks are discovered with
everyday softwared.g. Microsoft Office, Internet Brasers etc.) the publishers will oftetpatch
their softwareto counter the tireat Youshouldensureyouupdate the software if prompted
(from the provider, an email saying tgpdate maybe a scam).

1 Avoid using unknown networkgfree wifi hotspots)—a lot of places will offer free wificcess to
the internet, these public hotspots can be used to access your syfstepersonal informationlf
you are using a public network, yeanhide your onlineactivity by using a Virtual Private
Network (VPN), further details on these can be founthauseful links section of this
document.

1 Do not use easy to guess passwords on your accowrddot of passwords are cracked tugh
software or simply guessetou should not use the same password for different accounts as if it
iscompromised, youwouldopenall your accounts to the hacker. If you find passwords hard to
remember, use a pasvord manageror use a combination afnrelatedwords,letters, and
charactergo form apassword(e.g.Dog,LeanderPortcoud be written asdiOg.e @ndEroRT—
note the use of capitals and lower case charactensd clanging o to zerp Your antivirus
packagemay also offer a facility to generate random passds for you Do not write your
passwordsiown and keep them with your devicH you nust write a password down, keep it in
a safe place away from any of your systems

1 Manage your social media account settingst is a good idea to review your social media
securitysettings (e.g. FaceBogkttings that allow anyone to find yoswitch ths to Friends
only).I would also switch off third party apps such as bmlgames or advertising.

1 Always check the sendemmail address-whenyoureceivean email, check the emalddress
belongs to the sender (e.gou getregularemaik from eBayservce @ebay.cona new email
states youreBay account is lockefut theemail address iaccounts@ebaymeomis not from
eBay- note ‘ebaymecont).



mailto:service@ebay.com
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1 Do not openunknown attachments, or click orunknown linksin emails or websites- If you
have been sent an emadr social media messageith attachments or linksfrom someone you
do not knaw, do not clickor open trem, they may contain a virus or maliciousleo

1 Report pam email-mostemail providers have a spam filter, this will move emails with known
keywords into eseparatefolder (note, check this folderegularlyas you may find genuine emails
may have beermoved therg. If an email looks like spam then it can be reported to the service
provider, or to the National Cyber Security Senflexe the forward buttorandsend the email to
report@phishing.gov.uk

Do not download¥ ¥ 8.5 & 2 Frond unkidvn sources-websites offering free doware,
music movies, games etc, @ree access to paid subscriptiom®uld potentialy install software
to yourcomputer device and access your personal data

1 Lock your computer, laptop, netbook, smartphoneif you use your device in public places, itis
good practiceo passvord protect your device, use a screen lock on your compaitetevice (if
you leave your phone and it automatically locks after a set time, nobody can use it to view your
personal data).

1 Back up your important datand files—a good practice is to save agy of any importah
documents, photographs, files ontopmrtable drive USB drive, portable Hard driegc.), or
Cloud Storage (OneDrive, Google Drive.&egp ths backup separate to your computer/device,
it can be used to restorgour data in the case of your system being compromised (even with a
genuinehardware failuresuch as you dropping your comeu, hard drive fails etc.)

1 Use Twefactor Authentication—thisis a little more advanced, biasically once you are
identified as a known user in an account, y@mwnload an authenticator to yosmartphone
when you log into a protected account (e.g. Facebook, Web hosting, etc.) you need to confirm a
codeshown on your phoneAnyone trying to hack your account woulded your phone to
authenticatethemselvesand be allowed accegseeUseful links for a more detaila@view of
2FA from the Nationalyber and Security Cenjre

If you have already been hacked, or have a virusymur system

How you respond to aybercrimeinfected orhacked systendepends on whahashappened The
National Cyber and Security Cenblraveseveralpages with further detailed information on what to do
if you encounter a spectfiattack or problen{seeuseful links for Malware/Ransomware which takes
you tothe NCSG ‘actionsto take on Malware/Ransomware)

The immediate action in these casesaglisconnect an infected computer/systefmom all network
connections (wired, wireless or mobile phone based). You may want to switghwofvifi and
disconnect other internetonnected devices in case they have been compromised.

Follow the guide ashown by the ICS@s there are many different courses of action to take depending
on the situation.

As you can see, this is a massive subject to cover, | have given a detailed but basic guide, for further
information please refer to th&lCSG website(shown in useful links).
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For awareness

Sadlyeven before the curren€OVIBEL9 pandemicother types ofscamsn operation areconducted
over thetelephone, by lettey or even on the doorstep.

1 Telephone Scams Cold callers are people or organisations that will rind known@ndndom
numbersin the hope of enticing you to part with personal information or mongyey will often
say they are police officers, network security officials, your bank, or other trusted coagpan
Theymay tell you details about yourself (such as your naméaddres$ so you think they are
legitimate, then they will ask for more detailstoc onf i r m yowuo paestomyur
information.

1 There arequite a lot of these scams and sadly, they are gettietjer at it all the time.
The simpleule here is your bank, building society, internet providér, will not callyou
asking for dedils, if they aregenuinethen they will be happy for you to put thghone
down and call a number knawto you (e.g. the contact number on your drecard),
preferably call the number using a different line (e.g. your mobile if they have called your
house phong.

1 Never pass on any financ@l personal details to anyone cold calling you.

1 Register with the Telephone Preference Service to limit congsarnld calling you (sadly
this will not stopillegalorganisations contacting you).

1 Postal Scams Similarto the telephone scam, you magceivea* | et t er 'f roorm sHRWMC
saying you have a refund due, or an outstandiefyt. You will then be asked to logon to a
website and confirm details, or send a cheque or BACS transfer ofyrorm@ account etc.
Again, if genuine you can contact the service provider, BB, via a known number or
address.

1 Register with the Mail Preferenc&erviceo limit junk mail (not addressed to an
individual)and flyers.

1 Doorstep Scams Themor brave scams tend to bgeople coming to your door offering services,
or to let you know you have an issue with the rabfive/garden and they can fix it for a felé.
there are more than one person, the worry here is they may be distradiicglars, one will
keep you busy, the other will ask to go to the toilet or get a drink then look around for items to
steal. Never let any cold callers into your property, ensure other doors are locked.

Golden rules

Regardless of the type of suspected scalactronic,telephone, postal, or doorstep, always remember
that anyone who is genuine will not mirydu checking outhat they are who they say they are.

Never give out any personal details such as passwords, pin numbers, account nuaddegsspr date
of birth. Always ask to see I confirm the identity of the caller from a known telephone numiber
email address.



Further information and usefulinks
National Cyber and Security Centre

This is the UK authority onCybercrime. It has pages of usefglides on various aspects of cyber crime
and how tosecure your systems.

NCSC https://www.ncsc.gov.uk/

Anti-virus andsecurity tools

Please notethis isnot arecommendtion ofanyproduct, | amjust providing links to some of the
popularsoftwareapplications in current use

Kaspersky https://www.kaspersky.co.uk/

Norton https://uk.norton.com/

McAffee https://www.mcafee.com/enrgb/for-home.html

Avast (Free) https://www.avast.com/engb/free-antivirusdownload

Two-factor Authentication https://www.ncsc.gov.uk/guidance/settingiwvo-factor-authentication2fa
Virtual Private Netwrks https://www.ncsc.gov.uk/blogpost/introducingnew-quidancevirtual-private-
networksvpns

Malware/Ransomware https://www.ncsc.gov.uk/guidance/mitigatingpnalwareandransomware
attacks

Telephone and Postal Preference Ser(itBs and MPS)

TPS https://www.tpsonline.org.uk/#
MPS https://www.mpsonline.org.uk/#

Reporting Spam Email

Reportspam email report@phishing.gov.ki

Webinar

The Fraud Advisory Panel and Charity Casion have an excellent webinar to help spot CO¥lated
fraud andprovides practical advice and tips.

https://gateway.on24.com/wcc/experience/elitebba/199/2971337/charitfraud-awarenessub
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Endnote
I hope you have found this documemseful;the threat is changing all the time but hopefully

following some general rules you will be able to prevent some of the conattacks on your personal
devices data, or finances

Yours Aye,

Karl

Karl Webb MA

Life Vice President
HuntingdonBranch
Royal Naval Association

MA Security & Intelligence Studies 2010

BUCSIS Research Fellow, University of Buckin@reatne for Security & Intelligence Studies (BUCSIS)
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